
Remote ACCESS™ is a portable software solution that allows mobile employees to access the corporate network from any 
machine using strong authentication with an MXP Portable Security Device. 

Using Remote ACCESS, dynamic one-time-password and static credentials required to access a corporate network are 
protected and generated by the MXP Portable Security Device, and bound to the user with hardware based strong 
authentication using biometric, password, or a combination of the two.  With MXP, access to the corporate network can be 
protected with 3-factor authentication.

The need to enter login credentials or carry another hardware token for remote access is no longer necessary. The same 
MXP device used for secure portable storage and digital identity within the organization can also be used for remote 
access providing the best convenience for end users with the most security. 
 
Remote ACCESS increases security for corporations by providing stronger user authentication yet it has zero impact on the 
corporate IT infrastructure.  

Remote ACCESS Features and Benefits  

• 100% Portable Remote Access: Mobile workers can now access the corporate network securely from any machine 
with a USB port.

• Strong Authentication to Corporate Network: Ownership plus biometric and/or password. 
• Zero Impact to Corporate Infrastructure: 100% compatible with the corporation’s existing, remote access 

infrastructure and requires no software installation on client machines.
• Multiple Virtual Tokens:  One device can support many authentication servers.
• Ease of access: Users no longer have to remember static credentials or type in token codes.  
• Better User Experience: Seamless integration with Citrix Presentation Server™ logins and RSA SecurID® authentication.
• Simple to Deploy:  No software to install.  Everything is configured on MXP Portable Security Devices issued to 

employees.

Portable 3-Factor Authentication for Remote Access
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Version 1.0 of Remote ACCESS is compatible with RSA SecurID and Citrix  
Presentation Server. Any machine with a USB port running Windows XP, 
Windows 2000, or Embedded XP can serve as the client.
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